515
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.29, NO.3, Jun. 2019 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2019.29.3.515

2240|E pAlollA] 28] =ER FA°

HEAfoleichetm & 2 55tm}

Efficient Modular Multiplication for 224-bit Prime Field*

Nam Su Chang”
Department of Information Security, Sejong Cyber University

o ok
Rl =

Rl TAl Akl Ak Al RAE e R diRE wEY FAoR AAEER mEe FA9 E84L g
H 3 | Zt}, B =i FIPS 186-49] 224R|E AAlo|A] E82l mEe] FAl

< Algksit}, Algtsles Wb Karatsuba A3 A28 wEe S 3t} Algksle gy 341

Enpo visle] 26%A4AE wiEw, gy b vwshy 71 s R 50% A4k R Al4be] rlgsltt.

ABSTRACT

The performance of Elliptic Curves Cryptosystem(ECC) is dominated by the modular multiplication since the elliptic curve
scalar multiplication consists of the modular multiplication in projective coordinates. In this paper, we propose a new method
that combines the Karatsuba-Ofman multiplication method and a new modular reduction algorithm in order to improve the
performance of the modular multiplication for NIST p224 in the FIPS 186-4 standard. The proposed method leads to a
running time improvement for computing the modular multiplication about 25% faster than the previous methods. The results
also show that the method can reduce the arithmetic complexity by half when compared with traditional implementations on
the standpoint of the modular reduction.
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a=agB +a5B5+~-+alB+a0,
b=bgB°+ b, B°+- -+ b, B+ by,
c=a-b=c 3B+ c B+ -+ c, B+ ¢,
s = cmodp224
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al=agB*++ay, al =a,B*++a,
bH=b;B*+ 4, bL = b, B>+ -+,
a=aH-+ B*+al, b=bH+- B3*+bL
c=a-b=(aH- B*+al)(bH- B3+bL),
= aHbHB + (a HbL + aLbH) B>+ aLbL

= aHbHB +aLbL

+{aHVH+aLbL— (aH—alL)(bH—bL)} B?
s =c modp224 (1)
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Input : ¢=(c13,---,¢2,¢1,c0) in base 2%
Output . s =cmodp224
(1) s 6, c5, c4, c3, c2, cl, c0),

= (
s2 = (c10, ¢9, ¢8, ¢7.0.0,0),

= (0, c13, cl12, ¢11,0,0,0),
s4 = (c13, c12, c11, cl10, c9, c8, c7),
sb = (0,0,0,0, ¢13, c12, c11).

(2) Return( (s1+s2+s3-s4-s5 mod p224 ).

Fig. 1. Fast reduction modulo NIST p224
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bH = bgB*+--+by bL = byB*+--+b,
c=a-b=(aH+aL - B 3(bH+bL - B™?),
= aHbH+ (a L+ aLbH) B 3+ aLbLB™°
=aHbH+aLbLB S

+{aHVH+aLbL— (aH—aL)(bH—bL)} B3
s=c modp224 - B3
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Input :a= (a6, --,a0), b= (a6, --,a0), base 2%
Output : s =abmodp224 - B3

(1)aH=(a6.,a5.a4.a3), al.=(a2.al.a0)
bH=(b6,b5.b4,b3), bL=(b2,b1,b0)

(2)u=al-bL=(0,0,u5,u4,u3,u2,ul,ul)
v=aH-bH=(v7,v6,v5 v4,v3 v2 vl v0)
x=(aH-aL)(bH-bL) = (x7.x6.x5,x4.x3,x2.x1,x0)

=(0,v3,v2,v1,v0,u5 u4,u3)
s2=(0,v7,v6,v5,v4,u2,ul,ul)
$3=(0,u2,ul,u0 v7,v6,v5 v4)

(3)t=0:
for i from 0 to 7 do

(t,y(i))=s1()+uli)+v(i)+s2(i)
= (t, y) - x mod p224-B”

(4) Return( y-s3 mod p224-B™ ).

Fig. 2. Proposed karatsuba modulo multiplication
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Input : c¢=(cl13,---,¢2,cl,c0) in base 2%
Output: s =cmodp

(1) s1=(c9. c8. cT7, ¢6. c5, c4, c3),
=(cl13, cl12, cl1, cl0, c2, cl, c0),
s3=(c2, cl, c0, c13, c12, cl1, c10).

(2) Return( (s1+s2-s3) mod p224 ).

Fig. 3. Proposed fast reduction modulo p224
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